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Business Continuity Management and
Response to Emergency Situations

The RIKEN TECHNOS GROUP anticipates various situations—
such as natural disasters, cyberattacks, and political and geo-
political risks—to quickly and accurately respond to risks that
are becoming more diversified and complex. We have estab-
lished and are strengthening our business continuity manage-
ment (BCM) structure to ensure a stable supply of essential
products and business continuity. In this way, we strive to mini-
mize management risk from business disruptions and improve
the resilience of our entire supply chain. We also put in place a
system for minimizing damage and losses by stating the organi-
zational structure during emergency situations, specific proce-
dures of each employee, and other such matters in the Emer-
gency Response Basic Regulations and Disaster Response
Procedural Manual and conducting regular training.

Business Continuity Management
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» Risk identification, evalua-
tion, and response

® Human rights due diligence

® Supply chain management

® Business continuity plan (BCP) sponse

o Emergency response
(Emergency Response
Headquarters, CSIRT, etc.)

® BCP activation and initial re-

® Responses based on BCP
(customers, business
partners, local communities,
employees, and other
business resources)

Information Security

To strengthen cybersecurity measures, our Group has formu-
lated the RIKEN TECHNOS GROUP Information System Man-
agement Regulations and the RIKEN TECHNOS GROUP Infor-
mation Security Regulations, and are strengthening T security
and taking measures against the risk of information leakage
and other risks. We also strive to minimize information security
risks through access restriction, data encryption, and other
methods, and have installed the latest protection system.

As an initiative to improve employees’ literacy, at the IT
security lectures conducted annually for all employees, we
share measures to prevent information security incidents
such as virus infection and information leakage and the re-
sponses to take when an incident occurs. In addition, we
conduct practical education through targeted email attack
training. In addition, we conduct practical education through
targeted email attack training.

Furthermore, we have established and are operating the
RIKEN TECHNOS CSIRT as a system to lead cybersecurity
incident prevention activities and measures against such in-
cidents when they occurred.

Management of Consolidated Subsidiaries

The Corporate Planning Division, as the division in charge of
comprehensive business management of consolidated subsid-
iaries, ensures efficiency and soundness of Group management
by providing consolidated subsidiaries with guidance on build-
ing internal control systems and promoting information sharing.

Our divisions receive the necessary reports about the sit-

RIKEN TECHNOS GROUP Integrated Report 2025

uations at consolidated subsidiaries such as the state of
management and the financial situation based on the RIKEN
TECHNOS GROUP Regulations for Management of Consol-
idated Subsidiaries. The aforementioned regulations also
state the report recipients and reporting method in the event
of a risk occurring at a consolidated subsidiary to put in
place a system for fast and appropriate response.

The Corporate Planning Division arranges an operational
report meeting of consolidated subsidiaries, attended by the
president & CEO and relevant executive officers, at least
twice a year. The Division also holds an information-sharing
meeting semi-annually, attended by all consolidated subsid-
iaries to share information on the establishment of new
group regulations, amendments to existing regulations, risk
events in the Group, and good practices measures against
these risk events, among others.

Internal Audits

The Audit Department has established a system that allows
the conduct of effective and organizational audits by con-
ducting audits of the Company and consolidated subsidiar-
ies in Japan and overseas in collaboration with the Audit &
Supervisory Committee. Reports on the state of internal au-
dits are provided by the Audit Department to the Audit &
Supervisory Committee as well as to the Management
Committee and the Board of Directors. An effective dual re-
porting line is also put in place, including giving regular
monthly reports to the President & CEO.

Strengthen Business Foundations

Strengthen Compliance

The RIKEN TECHNOS GROUP practices its corporate philosophy, the RIKEN TECHNOS WAY, and serves as an engine toward
the creation of a sustainable society considering the responses to global environmental and social issues as important manage-

ment challenges. To that end, Group companies promise to fulfill their social responsibilities in accordance with the ten principles

in our Code of Conduct.
Compliance Education

Compliance training is continuously conducted for officers and
employees of Group companies. We strive to nurture aware-
ness about compliance by informing everyone about the RIK-
EN TECHNOS WAY and the RIKEN TECHNOS GROUP Code
of Conduct as well as by conducting education related to com-
pliance issues in daily operations and similar topics.

The RIKEN TECHNOS GROUP Compliance Manual, which
consolidates topics such as the matters to be observed by
Group employees and methods of response when an issue
has occurred, is made known to our officers and employees
as well as consolidated subsidiaries in Japan and overseas,
and we make periodic revisions to the manual.

Compliance Training Conducted in FY2024

Human rights and compliance training for
First new employees

New employees

Human Rights and Compliance Training

Fundamental knowledge about respect for human
rights and compliance; key points to note in work

half Directors, executive offi-| Corporate responsibility and preventive measures

Compliance training for officers cers, etc.

for harassment

Human rights and compliance training
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TION and its consolidat- | ance violations and their preventive measures
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Whistleblower System Bribery Prevention

The Group has formulated the RIKEN TECHNOS GROUP
Whistleblower Regulations to formalize the establishment and
implementation of the whistleblower system. For employees
who wish to make reports or seek advice about doubts re-
garding breaches of laws, regulations, and the Articles of In-
corporations, they can contact the Audit Department or a
third-party hotline operated by a legal advisory firm.

Besides general means of communication, we have also
established a whistleblower hotline that allows whistleblow-
ers to make reports anonymously. We take rigorous mea-
sures to prevent whistleblowers from being identified and
make sure that no detriment is suffered by whistleblowers.

Number of Whistleblower Reports (Consolidated)
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responses)

We formulated the Basic Policy on Bribery Prevention by
RIKEN TECHNOS GROUP and our Group as a whole strives
to prevent bribery.

Elimination of Antisocial Powers

In the RIKEN TECHNOS GROUP Basic Policy on Internal
Control System, our Group clearly states that we “shall nev-
er have any relationships with antisocial powers or organiza-
tions that threaten the security and order of civil society” and
that we “shall show fortitude and adamantly refuse any un-
reasonable demands by antisocial powers or organizations.”
We are also a member of the Special Violence Prevention
Measures Association of the Metropolitan Police Department
(Tokubouren) and exchange information with the local police
and member companies. At the same time, we also make
known our stance of eliminating antisocial powers in the com-
pliance training conducted regularly for our employees.
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